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FebrUaty 24, 2011

Marlene H. Dortch, Secretary

Federal Communications ConYnIsslon

0l'I\c:e of the secretary

445 12th Street S.W.

Washington. DC 20554

Re: IP Retail, Inc.
CPNI CertltIcatIon Pursuant to 47 C.F.R §64.2OO9(e)
EB Docket No. 06-36

OeM Ms. Dortch:

Telephone (100) 714-1302
FacsmiIo (103)714.13JO

E-n'lllit '!"iKIlCM.,.cMlQ!Gnyl com
Websne www Cg III del IC8GroI.D com

On behalf of IP Retan. Inc. liP RetaJr), enclosed herewtth please tlnd the company's Annual Customer Proprietary NetworX

lnfonnatlon Certlflcatioo ("CPNI omcer Certl1'Icatlon") covering 2010.

Should you haw My questions regarding this flUng. please do not hesitate to contact the undersigned.

Respec:tf\Jly submtted.

'01

CMstopher A. Canter

On behalf of IP Retail, Inc.



STATEMENT OF POLICY REGARDING
CUSTOMER PROPRIETARY NETWORK INFORMATION

In~ w1th Section 222 of the Con'rntrkations Act and the Federal CornmooIcatlons Corr'rrission', rFCC1 CPNI Rules
(47 C.F.R. SectIon 64.2001. et seq.). IP Retal. Inc. riP RelaWI tiles this 5tatemem of PoIlty outlining the Company's procedures
tor accessing. using and storing Customer ProprIetary Netwol1t Information rCPNn.
IP RetaIl proYldes telecorrvnunlcatlons services to retail cuslomef'S. Therefore. because IP Retell may access, use, or store CPNI

when providing these types of services. the Company undertakes the steps outlined In this statement or Policy to protect CPNI

from unauthorized access Of misuse,

Definition of CPNI

Under federal lew. CPNIIs certain custorr'er Infon'nation obtained by a teleccmmunlcetlons provider during the COUBe of providing
Il8kK:orTwoonicatlons services (lnduding Interconnected VoIP) to a customer. Thls Indudes ilforrnatlon relating to the quantity,

ted'lnical contIgUfatIon. type. destination. location, and 8mOUt1t 01 use of a telecorM'M.nlcats seMce subscribed to by any
customer of a telec::omn'J.Jni canief.

Exafl1)les of CPNIIndude infonn8tion typically available rrom telephone-rlMaled detaBs on a monthly biI suetl as the types of

services purchased by a aJstornef. numbe~called. duration of calls, directory IIsslstanee chafges. and calling patterns. CPNI

does not indude names. addresses. and telephone numbers. because that Informetlon Is considered subsct1ber list Information

under applicable law.

Use of CPNI

It Is the policy of IP Retail not to use CPNI for any activity other than as permitted by applicable law. Any dlsdosure of CPNI to
other parties (SIJCh as amliates. vendors and agents) ocaxs only If It Is necessary to conduct a legitimate business activity related
to the seMces already provided by IP Retail to the customer. If lP Retail I' not required by law to disclose CPNI or if the intended
use Is not ott'l8r'Ntse permitted Wldef FCC Rules. the Company will nm obtain the customer's consent prior 10 using or shat1ng CPNI.

IP RetaM follows Industry.standard practices to prevent unautholized access 10 CPNI by a person other ttIan the subsatbef or

~. However. IP Rete. camot guarantee that these practices ...... prevent wvery unauthorizeclattempl: to access. use. or

disdose personally Identi1ll!lble informatlon.

CPNI Notification

IP Retail notifies customers Immediately Of any account changes, Indudlng address of record. authentication, online account and

password related changes.

Employee Training Policies

All employees Of IP RetaU are traIned as to when they are. and .. not. authoriZed to use CPNI.

SpedIlcaly. IP Retail prohibits Its personnel from releaslng CPNt based upon a customef-iMiated te!ephc:lne cal except under the
foIlowilg bee (3) dra.mstances.

• When the customer has pr....tablished a passwon:I;

• When the Information requested by the customer Is to be sent to the customer's address of record; or

• When IP Retail calls the ClJst0m8(s telephone number of record and discusses the information wtth the party initially

Identified by customer when saMce was Initiated.

Disclosure to Business Customers

tP Retail may negotiate a amative authentication procedures tor services that the Company provldes to business customers that



haw a dedleated accooot representattve and a contract that spedftcaIIy addresses the protection of CPNI.

Disciplinary Procedures

lP Retail has In10nned Its e~yees and agents that n consIcIers compliance with the Convnunlcatlons Act and FCC Rules

regarding the use, dlsdosure, and access to CPNlto be very If11)Oftanl

VIolation by company employees or agents of such CPNI requirements will lead to disciplinary Itction (Inch~lng remedlallralnlng,
reprtmancls, unfaYOnlble performance revleYls, probation, and termination), depending upon the drcumstances of the violation

(lndudlng the sevetlty of the vklIatlon, whether the violation was a ht time or repeat vicMation, wtlether appropriate guidance Wl!lS

SOU§1\t or received from a supeNisor. and the exient to wtlic::h the violation was or was not deliberate or malicious).

Use of CPNlln sales and Mar1tetlng Campaigns

IP RetaR does not use CPNIIn My marketing campaIgnS.

~ver, if IP Retail does use CPNlln marl<etlng campaigns, the company 'NIII maintain a record of all sales and marketing

campaigns that use !he CPNI. The record 'NIlllndude a descrlption of each campaign, the specific CPNI that was used In the

campaign, and v.1l8t products and services were ort'erecl as part of the campaign.

IP Retail wtI also impIemrIrrt a system to obtain prior appt"O"Iai and informed consent from its aJStomers In accordance with tI'MI

CPNI Rules. This system 'NIII allow for the status of a eustomer's CPNI approval to be cIearty established prior to the use of CPNI.

Prior to c:orrmencernent of a sales or martl:etlng caJ1l)8ign that utilizes CPNI, IP Retail wtI establish the stal\JS of a customer's

CPNI approval. The following sets forth the proced\Ke that will be foI~ by the Company.

• PrIor to any solicitation for customer approval. IP RetaH will notify customers of their right 10 reslJ1ct the use of, disclosure
of, and access to their CPNt.

• IP RetaU 'NIII use opt.Jn approval fO( any Instance in 'Which Company must obtaln customer approval prlor to Using,

disclosing or permitting access to CPNI.

• A cusiome(s approval or d1sapprOVai remaIns In erred. W'ltiI the customer revo«es or limits such approval or dlsapptoval.

• Records of approvals are maintalned for at Ieut one year.

• IP Reta' provktes Individual notIc8 to aJStomers ¥Awn soidtilg approval to use. dIsdose or pemVt access to CPNI.

• The CPNI notices sent by IP Retail comply wtth FCC RUM! 64.2008(c).

IP Reta" 'NIII also estabUsh a supervisory review process r~ardlng compliance with the CPNI rules for outbound mat1<eting
situations and will maIntain compliance records for at least one (1) year.

FCC Notification

Cor'f1:lanY Is preparec:l to provide written notlee Within five (5) business days to the FCC of any Instance where the opt-il
mec:hanIsms do not WQ1( property or to such. degree that c:onsmleB' InabWty 10 opt-in Is more than an anomaly.

Third Party Use of CPNI

To safeguard CPNI. pl10r to arloYAng Joint venturers or Independent contractors access to customers' individually Identifiable CPNI,

IP Retail 'NIl1 require all such third partle. to enter Into a confidentiality agreement lI1at ensores compliance wlth this Statement of
Policy and IP Retail shall also obtain opt.Jn consent from a customer prior to disclosing the Information to .uch third parties, In

addition, IP Retail requires all outside agents 10 admow1edge and certil'y that they may onty use CPNr for !he purpose for wNch
that ntonnalion has been provided.

IP Retai requires express written authorization from the customer prior to dispensing CPNI to new carriers, except as otherwise
reqund by law.

IP Reid does not mar1I:et or sell CPNI information to arrt third party.



Law Enforcement Notification of Unauthortzed Disclosure

If an lrIaUthortzed d1sdoslXe of CPNI occurs. IP Retail shall provide notiI'Ication d the breach within seven (7) days to the United
states s.a.t 5ervice \USSS") and the Fedefal Binau d Investigation ("FBI;.

IP Retail shaJI walt an additional seven (7) days rrom Its goverrment notice pliof to notifying the affected customers of the breach.

Notwfthstandlng the aboVe. IP RetaH shall not walt the addltional seven (7) days to notify Its customers If the Company determines
there is an ImmedIate risk of irreparable harm to the custOlT'lfi'S.

IP Retail shall maIntain records of discovered breaches fof' a periocl of at least l\oVO (2) years.

Customer Complaints

IP RetaU has not~ any customer complaints in the past year concemIng the W'\8ulhorized nKease d or access to CPNI.

Actions taken against Pretexters

IP Retail has not taken arry actions 898inst data brokers before state corrmIssIons. state or fedefl!II cou1s. or the FCC In the past
year. IP Retail has no i"lforTnation. other than information that has been publk:ly reported. regarding the processes thai p(etexten
are using to attelT'¢ to access CPNJ.

Annual CPNI Certification

Pursuant to FCC regulations. 47 C.F.R. § 64.2OO89(e). IP Retall v.111 annually submllto the FCC. prior to March 1st, a CPNI
certification of Compliance and accompanying Statement regarding the company's CPNI polJdes and op8(8l1ng procedures.
These documents certify that IP Retail complied WIth federal laws and FCC regulations regarding the protection of CPNI
throughout the prior caJencial" yelltf.



IP Retail, Inc.

Annual CPNI Certlflcatlon
47 C.F.R. §64.2009(e)
EB Docket No. 06.;16

COMPANY NAME: IP Retail, Inc:..
REPORTING PERJOO: January 1, 2010 - December 31, 2010
FILER 10: 826752
OFFICER: Martin Toha

TITLE: President

I, Martln Tona. hereby c8f1i1'y that I am an omcer of IP Retail, Inc:. riP Retair) and that I am &U1horized to make this certification on

behalf of IP RetaiL I have personal knowledge that IP RetaIl has estabUshed operating procedure, that are adequate to ensure

eompIiance with the CommIssion's rules governlng Customer ProprIetary Network Information rCPNI~). 10 the extent that such

rules apply to IP Retail or to any aftn. Information obtained by IP Retail. See 47 C.P.R. §64.2OOt 81 seq.

Attached 10 this certl1lcatloo Is an accompanying statement eXplaIning the procedures IP Retail employs to ensure thai it compiles
'Nlth the requirements set forth In §64.2001 et seq. of the Commission', rules, to the extent that such reqUirements apply to IP

Retall or to the InfOrmation obtaIn.c:l by IP RetaU.

Signed,~
On behalf of IP Retail, Inc.

0.,., JfrIf (
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